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Executive Summary

will be added in 2009, representing a 37% increase in the to
database.

To date, all incidents added in 2009 have r
“Likely, but unconfirmed”.

Incident Rates

Incident rates appear to be
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Industry Type 1999-2003 2004-2008 % Change
Petroleum 18 5 -72%
Transportation 8 6 -25%
Chemical 5 4 -20%
Power and Utilities 10 12 20%

A a \ Water/Waste Water 4 8 100%
more proactlve in addressingcontro ystem Food & Beverage 3 6 100%

cyber security than the industries with an
increasing incident rate. This explanation is
further supported by the fact that DCS system suppliers, that predominantly supply the industries

Table 2.3-2: Industry Type by Time Period
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with declining incident rates, have also been more proactive in addressing control system cyber
security than the PLC and SCADA system suppliers, who primarily supply the industries with
increasing incident rates.

Incident Types and Pathways

Regardless of whether one is looking at global data or‘ mcidents have been
caused by malware (viruses, worms, trojans, etc.). This fa

2003).

On the contrary, incidents involviny
unauthorized access or sabQtage
perpetrated by iaternaksourcss, such .
as a disgruntled former emqploysg 0r\ Accideqis
contractor who™ugses inside QccidentalE
edge or access privilegessause, S ugental g

AcciQe

to harm to the COMpPdRy, arewg Interna\Sabatoge

i Accidental Seftware Faiixe 00%

Inxexpal - Nog-Authorize hAscess N/A

Intern Incidext
N\

1999- 2003 2004- 2008 Percent Change

eetised on causing
intended\to tause injiy okharpa. While they are
Q_axe coultermeasure\empfioyers can put in place to

scans, ind
for improvements in net

network failureg.
more tolerant of

system security are malware;d actors and accidental failures. The good news is that
countermeasures to strengthen systems against these threats will also serve to strengthen systems
against external actors, should that threat increase in the future.
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Impact of Incidents

Incidents can have a variety out outcomes. Some are mere)y a nuisance
harm to people, the environment or result in a significa

ile other may result in
e affected company.

This report takes an in-depth look at the attempted results\ersus the achieved results, the

financial impact of these incidents and the amount of lost pr

Of particular interest are those incidents that pésulted in significant harm,
attempted outcome.

Currently there are 132 incidents in the
database that have resulted in signifiCant
harm. This figure is startling copsidering
only 22 of these 132 incidentsad¢ 17%,
were perpetrated by indivigdals acwally
intending to cause harm.<In fact, thegs
are several incidents whereky a deliberge
attack actually caysedNmore hgrm than
was intended by’the attacker.

Incidents Resulting iMNgignificant Harm

This indicates that.users of control
systems #eed to be tqncerned about more
than jdst intentional attacks. \

Unintagtional incidents (asgiden eqU|

e and\alware)sctually accountNor
significant number ofharmftd even
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1 Introduction

Protecting critical industrial processes from attack has become gggrowing priority for many
companies. Power plants, refineries, chemical plants and othg strial facilities have become
increasingly vulnerable as proprietary systems have evolvg stems. These open
systems exposed control systems to security vulnerabilijg dustrial processes.
Heavy use of commercial technologies, such as Wind ernet, leaves control
systems vulnerable to the same viruses, worms and Trd pCt office environments.
Increasing remote and 24/7 system access translates to md tions. Withghe increase in
the sophistication and seriousness of some rg@gnt incidents, ators f, Wlgle!

pressures to develop security programs fo ant.
The Repository for Industrial Security ncide records inciG ority
nature that directly affect industrig 0 and Data Acq PA) and

process control systems. This i
deliberate events such as extg
infiltrations. It is the largg
private submissions by,

ental cyber-rel dents, as well
§S) attacks, an Orm

type. Data is A frog

0 publicly repd

Each of the incidents ha¥ Stigaty S armation hag®
removed to proig e con A N flexed oY
according to of cri d thé . AN
that cannot b8 e exXy \ ;

At thegd of the A 20 A
prQ gormatio N ed \\
how jents oc "\, 3C

11 S he F \\\

palysis pes of incidents and
e who » ) the O®Jain entry, the results
the eved ve QL: Al Inancial and operational
jmpact on the “victl

Y a total of 164
an. Furthermor®

“\

he re s analyzing the rate at which
he impact of incidents to date and

The rep8 \ e most resg@lquarter that include descriptions of what
happened, the impact o (N what the company did to avoid future incidents.
1.2 Updatg 0is

Consistent with ear reports from 2009, this report presents numerous metrics
using the entire data se idents with a reliability rating less than “Likely, but
confirmed”. Because nearlymert of the incidents reported have occurred in the USA, metrics are
reported globally as well as just for the USA. Custom reporting, focusing for example on other
geographies or industries, is available on request.
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While RISI Analysis reports have always included selected case studies they were randomly
selected from throughout the database to give the reader a sampling of different types of
incidents from a variety of industries and applications. Based on customer feedback, starting
immediately the report will include case studies for the new incigents occurring since the last
quarterly report (see Section3: Recent Incidents). In this wa gnual subscriber will receive
case studies for all new incidents added during their subscg .

eased data set,
t incidents (those
re dataset.

Also new for this report is added focus on recent incidg
meaningful comparison of metrics can be provided ba
occurring within the last 12 months) versus metrics base®

1.3 Data Entry

Figure 2-1 shows the data entry screga ey ontains a tota 10wever,
the data reported in this report is L R | vith a Reliabi
“Confirmed” or “Likely, but Ug nlikely” or “F

incidents were excluded fro led in the anal
incidents. \ ‘

Risi

AN Legend”
ANs 152

D: 1 Ti
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General | |ncident Desg pact |Re
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i ¥ External 5
anal || %
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AZ
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| »

Perpetrato

¥ |outsider - Hacker/Virus Writer

] [+]

4]

p Utilities

1ofl L

| »

EntryPoint

W “ ote - Dial-up modem

][]

Reported by Outsiy

4]

jin}

Record: W 1ofl L

12/~
-

[
Figure's

The RISI database struc
analysis and repgliing. Up

g in April 2009 and again in October 2009 to aid in
isting data was carefully reviewed.

Note that to pr§ t Ing members; RISI will not publish any information
that may identify bmission.
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2 Data Analysis

2.1 Event Locations

All events in RISI are assigned to the country where the incident,occurred unless the contributor
requests that information remain confidential. Regardless, all 4 nts are assigned to a
geographical region. Figure 2.1-1: Incidents by World Regy he distribution of
incidents by world region and Figure 2.1-2: Incidents b
Country.

entrated in North
Or likely incidents in
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Country of Incident

United States
United Kingdom

Canada

Australia
Switzerland
Russian Federation
Japan

France

Venezuela

Sweden
South Africa
Poland

New Zealand

Italy

Israel

India

Guam
Chad

P A

\ 2\ W "

ited Kin®
Oer of the repol

Figure 2.1-2: Incide

When a dist
States shows tf
Since lf of the
preg gth globa
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2.2 Incidents Over Time

All events in RISI are recorded with the date the incident occurred unless the contributor
requests that information remain confidential. Regardless, all igaidents are recorded with the
year in which the event occurred.

Incidents b

35

30

Number of Incidents

Figure s

at occurred every year
3se in events in the
ual rate declines in

Figure 2.X
e 1982.

s can i3
000’s I

A simPle linear tre N te tfie dip in the mid-2000’s the
o of logiganis has N . ast S.

partially attributable to the fact that
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Incidents Over Time
(Global)
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Incidents Over Time
(USA)

30
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Figure 283: Numbery
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Power and Utl
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e Telecommunications
e Transportation
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e \Water/Waste Water

As one might expect, industries often categorized as Critical Infrastructure and Key Resources
(CIKR) reported more incidents than non-critical infrastructure industries. Table 2.3-1 shows the
relationship between CIKR Sectors and RISI Industry Types.

Critical Infrastructure and Key ~dustry Types
Resources (CIKR) Sectors

Agriculture and Food

Banking and Finance

Chemical Chemical

Commercial Facilities

Communications

Critical Manufacturing

Dams

Defense Industrig

Emergency Se

Energy

GoV
Health®

Informatic

T N
o A
‘ PosW dShlpplng \
>

OccasiO™ \ S an incidt

and in those cases the ™%

aste VWater

B Related to RISI Industry Types

lbmitter may withhold this information
be recorded as “Unknown”.

2.3.1 Incide ndu eography

© 2009 Security Incidents Organization Page 8



Licensed to Client Company on 30 November 2009. Distribution restricted to employees of Client Company.

Industry Type (Global)

Power and Utilities 26

___-- *
Transportation
Water/Waste Water

AL

Petroleum

20

Food & Beverage

Other

Chemical

Pulp and Paper

| |
|
General Manufacturing
Electronic Manufacturing
Metals
Pharmaceutical
Mining
‘
0 \

Automotive

Figure 2.3-1: Incideg Indust

Figure 2.3-1 QWing N pnding
incidents in thé \

Gloj Petroleu . b it . ion are the indu
hid grs of in8 g incidents with

repo !
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Industry Type (USA)

Power and Utilities
Petroleum
Water/Waste Water
Transportation

Food & Beverage
Chemical

Pulp and Paper

Other

General Manufacturing

Electronic Manufacturing

Pharmaceutical
Metals

Automotive

Figure 2.3-2: Incidents by Ind0

Figure 2.3-2 i how
incidents in Qne i

the US, Power & |Io
impa by indu nCi

2.3

Table 2.3-Zmaustry

incidents occurring in the
period between d and 20
2.2-2).

Significant differen
and the more recent ti

\, A
\‘

was re y

Driation are

ime Period

iod looks ® the top 6 industry types reported for
between 1999 and 2003 and again for the five year
eriods had approximately 60 incidents (see Figure

rates for each industry were observed between the earlier

2 most dramatic difference is the Petroleum industry which,

having the highest incident rateBetween 1999 and 2003, dropped 72% for the time period
between 2004 and 2008. Also notable is that the Transportation and Chemical industries also
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dropped during the same time period. Going the other direction, Water/Waste Water, Food &
Beverage and Power & Utilities all experienced increases, some quite dramatic.

While it is difficult to say with certainty, it is possible that the drop in petroleum and chemical
industry incidents is at least in part due to the proactive respo ese industries and their
control system suppliers have taken to addressing control s

2.4 Incident Type

RISI incidents are also assigned to a couple of general ca
specific incident types from the list in Tablegdd-1: Specific

Al Intent”. “G

or more

The first general category is the called thé
Intentional or Unintentional.

e can be
idents such

A’. General P
jsed for non-t

The second general category is “(g
Insider, Outsider or Not Applig
as accidental equipment or g6

ple 29F-1: Specific Incident Types
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2.4.1 General Incident Classification

General Incident Type (Global)

140

120

100

80

60

40

20

Inte

Figure 2.4-1: Inc gorized S

\ Unintentional

Figure 2.4-1is g ed ba pe distribution of General Intent for all incidents
globally as we £ al Perpetrator Type for both Intentional and
Unintentional In veals valuable insight into the types of incidents occurring.
First, it reveals that age of all incidents is unintentional outsider events which
are primarily non-directed uch as viruses, worms and trojans. The next largest
percentage is unintentional N/A incidents which are generally incidents caused by accidental
equipment or software failures. Second, the charts also reveal that only 29 of all incidents
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recorded are intentional and of those, the distribution of whether they are insider or outsider
attacks is roughly the same.

General Incident Type
60

50

40

30

20

10

0-

Figure 24&-2: Inciden

Fid ks a also & 0 of General Int8
incid 3s the [ both IntentionalNgo
Uninte ats. ) ; ring in the USA.

Qne striki - g USA the largest

ghtage IS \1 I ipment or software
wheren ~ 8l O% SNgPrimarily non-directed
such as onal incidents and the
break®own of the

S IMstrial plants are doing a slightly

2.4,

Figure 2.4-3 and
the USA respeg

pgure 2.2 e frequency of specific incident types globally and
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Incident Type (Global)

External - Virus/Trojan/Worm

Accidental Equipment Failure

External - System Penetration
Accidental Software Failure
Accidental Network Failure

Accidental Inappropriate Control

Internal - Sabatoge

External - Sabatoge
Accidental Incident

Internal - Non-Authorized Access

External - Denial of Service (DoS)
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L\ @&

4
Figure 2.4-3 palwa as the
seen globally f0 ide Ental netwa
failurgand exterr™ X frequency. RN
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Internal Incident
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Accidental Software Failure
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Accidental Incide

6 8 10 12 14 16 18]

Frequency

Figure 2.4-4: Incidents Categorized by Specific Incident Type (USA)
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Figure 2.4-4 indicates that while malware (viruses, trojans, worms, etc.) was also the incident
type most prevalent in the USA that Accidental Equipment Failure was a close second.

2.4.3 Incident Type by Time Period

Incident Type Percent Change
External - Sabatoge 5
External - Denial of Service (DoS) 3
External - System Penetration
External - Virus/Trojan/Worm
Accidental Incident

Accidental Equipment Failure
Accidental Network Failurg
Accidental Inappropriaig
Internal - Sabatoge
Accidental Softw,
Internal - No
Internal Incide

Table 2.4-2:
incidents occur
periog een 208

Sig Rrences \~\ ) Y
earlie g recen \ “\ N e is that incidents involving
externa Aa| Of S8 . \ N Rly down in the last five
omp 0 2003). On the

i ¥ internal sources are
W incidents involving
ac al inappropriate control.

)jans, etc.) has remained

ccd TegOperators of industrial automation
Ny ing and maintaining good virus
Fuipment.

Thec A this data Bt the biggest threats to industrial control
As and accidental failures. The good news is that

inst these threats will also serve to strengthen systems
ease in the future.
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2.5 Perpetrator Type and Detection Method

2.5.1 Perpetrator Type

As noted in section 2.3, the General Perpetrator Type (Insider, Outsider, N/A) type is recorded
for each incidents. In addition, if known, RISI also records further specifics on the perpetrator
for each incident per the options in Table 2.5-1: Specific Perpetrat e

| Perpetrator Type
Insider - Current Employee
Insider - Former Employee
Insider - Current Conti
Insider - Former Co
Outsider - General
None
Other
Inside
Ou
®
Out
Dutsioy
ider

N
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shows the specific perpetrator types globally.

Perpetrator Type (Global)

Qutsider - Hacker/Virus Writer 65
None

Insider - Current Employee

Insider - Current Contractor

Qutsider - General

Insider - Former Employee

Insider - Former Contractor

Outsider - Agencies of Foreign S

Figure 2.5-1: Speciti¥

Asg § Figure N ) y Virus Writer i
perp 0 whicl N ‘ \g Ainant Incident

Curren ent en \ , 23
i

involved Mlents. CN i\ \\
nte ]

irus into N 0 O N L
ed ach ‘ d

nown perpetrators
accidently introducing
of incidents
pination of

stem penetration.

a0 Cu

In the®€ase of FormN ) ONTY he Sttuation is somewhat
MferentBarmer InS 200 O own incidents. However, in
R CiCS .\ orrMer Insider incidents included:
o Mata suggests that operating companies
m e ployees and contractors are immediately
preve D system pecially the systems that they supported
when active.
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Perpetrator Type (USA)

Qutsider - Hacker/Virus Writer

None
-

| |
Insider - Current Employee
-
Insider - Current Contractor
Insider - Former Employee
Insider - Former Contractor
Outsider - General | <

) 4

Other
P

LB NN
v

Figure 2.5-2: Specifig petrato

Figure 2.5-2
The data genera

Recifi

A IO \;

All everi®

2.5 ion M%
glections A

ocorde \ ) yas detected. Available

_- R a N

N

S erts
N

\ sulta gator

% rl/Op Staf®uring Incident
Op Staff After Incident
buring Incident

T $tf After Incident
Device/Log Alert

Device/Log Alert After Incident
ound During Routine Audit Activity
Reported by Outside Agency/Non-
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Employee
Other

Unknown
Table 2.5-2: Detection Method Selectigy

Figure 2.5-3 shows a summary the methods by which incig Jetected globally.

Detection Method

Internal Cntrl/Op Staff During Incident

v

Internal Cntrl/Op Staff After Incident

Unknown
Reported by Outside Agency/Non-Employee .

Internal Staff

Q

Internal IT Staff During

Found During Routine Audit A
Internal After Incide

Security Device ident

Security Co

Contractor DN

Figure 2.5-

» incident. Ina
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Detection Method (USA)

Internal Cntrl/Op Staff During Incident

Internal Cntrl/Op Staff After Incident

Unknown

Reported by Outside Agency/Non-Employee

Internal Staff

Other

Security Consultant/Investigator

Internal IT Staff During Incidg

Figure 2.5-4: Incideg ection

Figure 2.5-4
As witl the glob3 NCid 0 by internal™

staf g the inci¥
d P8 \

ethod i ded for each incident.
i A for selection.

e Remote

Remote - Trusted 3rd Party Connection
Remote - Via Business Network
Remote - VPN Connection

O O0O0O0O00O0O0
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0 Remote - Wireless System

0 Remote Access

e None
e Other
e Unknown

t 28%, is
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Access Method

ecorded globally.

pl systems. While not
Butomation and
ty incidents. Local
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Point of Entry (Global)

None 27
Local - Business Network

Remote Access

Remote - Via Business Network

Remote - Corporate WAN

Local - Human Machine Interface (HMI)
Remote - Internet Directly

Local - Communications Channel Media
Remote - Dial-up modem

Remote - Wireless System

Remote - VPN Connection

Remote - Trusted 3rd Party Connection

Other

Local Access

Local - Programming Terminal

Local - Laptop

Remote - Telco Network

Remote - SCADA Networl

Physjc8

Local - Physical Access to Equig

Figure 2.6-2: Point gairy (GloN

Figure 2.6- giailed
systems.

In gses, the |8 A “unknown”. E
thé alry mos AN ~ N etwork, either
loca gy, the N i Business NetwoNIs
significy Ran thrs ) Ms data supports the
i Systt direct internet

£ 10N

y or

© 2009 Security Incidents Organization Page 22



Licensed to Client Company on 30 November 2009. Distribution restricted to employees of Client Company.

Access Method (USA)

Q. .\

Figure 2.6-3 54 g gene /ste

Similar to the'y om0 NN » y metho

data ang securit S y, accounti

half incident N
N TR
A N ) A N AN

N

Figure 2.6-3: General Access

N - N

AN .
N

Remote - Wireless
Remote - Trusted 3rg Ky Connech

Re Rlet

4 6 8 10 12 14 16

Frequency

Figure 2.6-4: Point of Entry (USA)
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Figure 2.6-4 shows detailed information on the various points of entry into industrial control
systems in the US.

Excluding “none” or “unknown”, the US entry point distribution shows that non-specific remote
access was seen most often. Local Human Machine Interface (@1) and local business network
access follows in frequency.

2.7 Equipment Involved and Protocol

2.7.1 Equipment Involved

When known, the type of equipment involveghls recorded fo adent. 4 imes
multiple pieces of equipment are involveq otal number O . involved
will exceed the total number of incidents.

Programmable Logic Controller (P,
Distributed Control Syste

SCADA ™

Indusgrial Comp¥

Human Machig (face (H
Server
gller

Bu

SN grminal Un
isition Sy:
Automa ) Syste
Device |

'cy Shutdow

FI§ afft Plustrial security incidents globally. The
equip Yty incide ¥Programmable Logic Controllers (PLC)
and Distributed Contro This is not surprising but some of the other types of
equipment involyad, such'S s and RTU’s might be.
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Equipment Involved (US4

Programmable Logic Controller (PLC)
SCADA Master
Other

Industrial Computer

Server

Industrial Controller

H Machine Interface (HMI)

uman Machine Interface

L N
Distributed Control System (DCS)

Network Hardware 4 ‘
Switch
Data Acquisition System
Automatic Train Control (ATC) System

Wirelg ‘
SCADA Remote Terminal Unit (P
Network MedN
Emergency Shutdow ESD) |
gency ( )

ers

incidents in th®JS.
NCI8 owed by SCADA

Figure Roment [NV \ \
Figure he type \-\ .\ ]

often
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TCP/IP

Other

AB PCCC/DF1 (DH+)

Industrial Application

MODBUS

HTTP

Ethernet

Figure 2%

Figure 2.

Protocol (Global

IS most frequently
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Protocol (USA)

TCP/IP

AB PCCC/DF1 (DH+)

Other

Industrial Application

Ethernet/IP \
N\ A

Fig¥ WS the ] \ \0ts by protocol §

Figure L Protocol

Again, idents™ \When the protocol was
known, { grted CC/DF1 (also known as
aia Highw

ult

All incidents in RIS g list of possible outcomes:

N,

N

AN

age
ination of ™oduct
bon/Operation

3
ipNgENt Control
Equipment

UnKmMown

Loss of View

None

Intellectual Property Theft
Fraud

Injury or Death
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Public Injury or Death
Fine/Penalty

Loss of Communications
Loss of Data

Public Nuisance/Inconvenience
Table 2.8-1: Available list of Incident B

Often the outcome (achieved result) does not match the ig
Therefore, both the attempted and the achieved results &
cases, more than one result was attempted and achieved.

pted result).
incidents. In many
Mesented as a total.

2.8.1 Attempted Results

At

4
None

r—
Loss of Production/Operation ‘
Illicit Use of Equipment k
Loss of Staff Time \

Loss of Equipme

Public Nui e/Inconveniy ' \

Loss of Comm

Other

A B N\

\. he Mcidents in the RISI database.
AN

Ex ‘None”, “Loss of production /
operati® ; ported most often.

70

re 2.8-1: Attempted Res®

S €
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None

Loss of Production/Operation
Illicit Use of Equipment

Other

Loss of Staff Time

Loss of Communications

Public Nuisance/Inconvenience
Loss of View

Loss of Equipmen
Intellectual Pro¥

vironmenta

Figure 2.8-2%

Attempted Result

\
\
N

\\
\

v

the RISI

operation” as well as
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Loss of Production/Operation
Loss of Equipment Control
Loss of View

Loss of Staff Time

Loss of Communications
Unknown

Environmental Spill

Public Nuisance/Inconvenience
Injury or Death

llicit Use of Equipment
Equipment Damage or Loss
Public Injury or Death
Fine/Penalty

None

Loss/Contamination of Prod

Figure 2.8-3: A

Figure 2.8

Thaachieved '8
: 0 are e
y” are

Injury or DEY

Ilicit Use g

Equipmen o

Public Injury or N

Achieved Result (Global)

Result (8

guipment

S

Loss/Contamination of Product

[ | A |
I B
I Y

N\

7

S reports

empted result
0ss of equipmeé

41

53

0 5 10 15 20

25 30
Frequency
Figure 2.8-4: Achieved Result (USA)
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Figure 2.8-4 shows the achieved results for all US incidents reported.

“Loss of production/operation”, “Loss of equipment control” and s of view” have been most

frequently reported.

In 5 US cases, injury or death resulted from industrial secug new incident

involving public injury or death was reported this quarte

2.8.3 Attempted versus Achieved Results

Attempted vers

None

Loss of Production/Operation

Illicit Use of Equipment

Loss of Staff Time

Loss of Equipment Control

Loss of Communicg
Public Nuisance/Inconvenie

Other

gl Spill

Intellectua
Public Injury
joation of Pr
Pry or Deatf

Fine/Penalty

60 70
Figure 2%

Figure 2.8-5 shows the cC ' pted resultS to achieved results of reported incidents.
The most striking feghare of t ore was achieved than was known to be
attempted. Most Q g atte RS nknown” or “None” as is the case with

accidents or malwa [tsWhost often achieved “Loss of production/operation”,
“Loss of equipment co f view”. All of which, can lead to catastrophic
consequences.
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Attempted versus Achieved
(USA)

None

Unknown

Loss of Production/Operation
Illicit Use of Equipment

Other

Loss of Staff Time

Loss of Communications

Public Nuisance/Inconvenience
Loss of View

Loss of Equipment Control

Intellectual Property Theft

Environmental Spill

Public Injury or Death
Loss/Contamination of Produg

Injury or Ded

Fine/Penalty

g Loss

Figure 2.8-6: At

R 3-6 shoY \ i ) of reported

O Ents sho ) acr han was known to
temp(®. “Loss of 3 ontrol” and “Loss of view”
ongthadtan result s outcomes. The data
re hat & USYS remote access with the

lead )€

2.8.4

InCTS t Har
Incidents resulting in g&ignifica e that caused harm to people, the environment

or resulted in a signj inanc ally, for this analysis we include the following
categories:

Environmental Spill/RelX
Fine/Penalty

Equipment Damage or Loss
Injury or Death

Loss of Equipment Control
Loss of Equipment View
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e Loss of Production/Operation
e Loss/Contamination of Product

Currently there are 132 incidents in the database that have resulteg
figure is startling considering only 22 of these 132 incidents, g e perpetrated by
individuals actually intending to cause harm. In fact, there 3 ents whereby a
deliberate attack actually caused more harm than was intg er.

ignificant harm. This

Incidents Resulting@ Significant Ha

Loss of Production/Operation |
Loss of Equipment Contraol

Environmental Spill |

Injury or Death | i
Equipment Damage or Loss

Public Injury or Deg

Fine/Pena

N

Loss/Contarg Product | | ‘
]

60

Figure 2.8-7: |

dicates { N an just intentional
pintent i ; SNg@Ctually account for
umbe

B Incident Resu
2004 - 2008 % Change

2 -50%
0SS of Pro( 22 -8%

Loss of Equipmé 16 7%
Envir, tal Sp 2 3 50%
Injur 1 3 200%
Public| 0 1 N/A
Loss/Conta fuct 0 1 N/A
Fine/Penalty 0 2 i N/A |

Table 2.8-2: Incident Result by Time Period
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Table 2.8-2: Incident Result by Time Period looks at the rate of incidents resulting in significant
harm occurring in the five year period between 1999 and 2003 and again for the five year period
between 2004 and 2008. Both time periods had approximately the,same number of incidents.

The most dramatic difference is the increase in incidents resulg
jumped from 1 to 4, representing a 300% increase.

lury or death. The figure

2.9 Financial Impact

2.9.1 Financial Impact by Geography

307

25

20

Frequency
|
w

§O,000 > 510,000,000

ide orld-wide.

6 incidents) is

imPact exceeding that amount (37).
greater than $10,000,000, up from
cial impact was 8.

The industrié
Petroleum, Power & Utilit
(Global)).

ial impact™ue to industrial security incidents are
gtion (see Table 2.9-2: Financial Impact by Industry
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Figure 2.9-2: FinancN

Figurg R shows t
percy

38% 0
incidents
allting in'y
R-1: Fi
: the
betweNgr2004 and
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Financial Impact Percentage

- 1Y

acidents world- Y as

e of $1-$10,000. When
age of incidents

act of incidents
pe five year period
e number of incidents.

2004 .8 % Change

=N S~ 1o un

Eincial Impact by Time Period

67%
-33%
67%
33%
100%
-67%
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Financial Impact

=
B

12

=
~

=
©

o

Frequency

<$

‘ v

Figurg

Figure aihe find

In the US

Ancial Imp

R N
\
O\ "B
N\ \ \

.\ N )
\~ ) s in the US.

incide : gict. Data for the

at the \Ci : gancial impact was
0,08 impact exceeding
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Financial Impact Percentage

Figure 2.9-4: Financia

perce

SA)

Figure Qows the Yo kdents in the USS

Thirty ni he incIy ~ ) ~ 0,000 or less, down by

1 percental Q208
-nine pe hlentsy

ANcia

*90,000 -
10,000,000

WalX

Powera 1
Chemical

Transportation

Other

Food & Beverage 2
Pulp and Paper 1
General Manufacturing 1

Electronic Manufacturing 1

Metals 1

Pharmaceutical 1
Grand Total 8 26 14 8

Table 2.9-2: Financial Impact by Industry (Global)

Table 2.9-2 shows the financial impact on specific industries globally.

© 2009 Security Incidents Organization

Ract incidents.
0 000.

> $10,000,000 |Grand Total
19

2
1 14

2 10

6

3 4

4

4

3

2

1 2

1

1

5 9 70,
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The industries suffering the greatest financial impact are Petroleum, Power & Utilities and
Transportation. These industries suffered at least one incident exceeding $10,000,000.
Electronic Manufacturing and Water/Waste Water had one incident resulting in costs over
$10,000,000. One incident was reported since 2Q2009 that exceed $10,000,000 losses in
transportation.

$10,000-  $100,000-
IndustryType < $10,000 100,000 1,000,00 10,000,000 Grand Total
Petroleum
Power and Utilities
Water/Waste Water
Food & Beverage
Chemical
Other
Transportation
Pharmaceutical <
Electronic Manufacturing
Grand Total A 3 N

|I—‘I—‘I—‘I—‘NU)C\O\\I

Table 2.9-3 Financial Impact b

Table 2.9-3 shows the find

that
oNn. P8

The industries i
Petroleum and
water/\Wastewaté

A
& \
N\

N N
A N
AN

areé
ronic
n costs e

7

5

4 - 8 Hours 8-24 Hours 24 -72 Hours >72 Hours

Downtime

Figure 2.10-1: Production Impact (Global)
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Figure 2.10-1 shows the effect of industrial security incidents on pgoduction. The incidence
frequency is plotted against downtime.

The production downtime was not always known. When a ¢
of downtime hours reported most frequently was zero fo
incidents that resulted in downtime exceeding 72 hours.

eported, the number
rs. There were 10

Downtime Percentages GIC

dow eported due to the
S ploySglime. In many cases,
uction continued, ) ; ed.
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Production Impact USA

16

14

12

10

Frequency
co

Figure 2.10-3: Prod¥

fred gtted agd

When 8
followed

es, there
AS OF ot \

Figu a3 show ; Rts on productio

20 ntime most fréquently
\ ) not known in many
. ()

ost employee time as

Figure 2.10-4: Production Downtime Percentages (USA)
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Figure 2.10-4 shows the production downtime percentages in the

than 1 hour of
incidents resulted in at
n loss can translate

ipment involved and

When downtime was known, the percentage of incidents resultj
downtime was 42%, down 4 percentage points from 2Q200
least 1 hour of downtime. This is alarming due to the fag
into significant financial loss or serious safety issues de
the regulated processes.
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3 Recent Incidents

3.1 Summary of Most Recent Incidents

Eleven new incidents were researched and entered into RIS| 4 ollowing charts
and tables provide a summary of the most pertinent facts r. Oents:

Location of Recent Incidents

United States

United Kingdom
Australia
South Africa \ \

France

QU N\

B R\ N\\\\

~ HustryType $10,00L q s1o, ) Grand Total
aste Wate {
Kilities

Unknown
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Achieved Results

Environmental Spill

Loss of Equipment Control

Public Nuisance/Inconvenience |

Loss of Staff Time |

Public Injury or Death

|
Loss/Contamination of Product f
Injury or Death I

Fine/Penalty |

0

Figure 3.1-2: Locatiog ent Inci®

frware Failure |8

Accidental

xternal - Systef
ternal In

External - Sabatoge I

Acciden™

w
F=

Figure 3.1-3: Incident 48 of Most |

3.2 Details o cfdents

The following are details C cidents added to RISI during the 3 Quarter of 2009.

3.2.1 INCIDENT ID#: 155

TITLE: Computer Glitch Causes 7 Water Mains to Break
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DATE of EVENT: 7/28/2009
DESCRIPTION:

A computer glitch caused a false low pressure reading and turne
Water facility. A computer malfunction at the Troy pumping
main breaks in Jersey City Heights, NJ.

on the pumps at a United
was blamed for the 7 water

at noon and noticed
main breaks at Hutton
d Shermann Ave, Thorne

Two firefighters responding to an alarm at a senior cen
water in the street. They notified United Water. Ther
St. and Cambridge Ave, Bleecker St. and Pierce Ave., C
St. and Kennedy Blvd., Congress St. and Odgen Ave., and

IMPACT:

A boil order was issued. Water in some plac
resulted in some residents not havi
two locations in the event of a fi

FOLLOW-UP WORK:
REFERENCES:

time. Wate

3.2.2 INCIDENT ID#:

TITLE: Pape

DATEf EVEN

DE$ O\ \

Severd gs of pafs S JIts, like "going

cyclic re ecoras . N % ed them to the

ALY g that the chart

ased O p game could not be
gckes ; -out”, reliability

eld decided to change

sleep” or

REFER

3.2.3 INCIDE

TITLE: Lightning
DATE of EVENT: 8/2
DESCRIPTION:

ge Pump Station Overflow
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The sewage pump stations at Austin Run and Potomac Hills overflowed due to lightning strikes
that disabled the flow transducers at both stations. The pump transdygers control the pumps that
move effluent from the wells to the Aquia treatment center.

The Austin Run station overflowed approximate 2.5 million
Creek. The Potomac Hils station overflowed approximatel
The overflow volumes were higher than nornal because th
stations malfunctioned and did not activate the station alarms:
not aware of the overflow because the alarms did ot activate.
when mechanics rebooted the telemetry system later.

IMPACT:

The Austin Run station overflowed appg
Creek. The Potomac Hils station oveg

FOLLOW-UP WORK:

Stations reparied, and staff i
another malfunction. Staff SN

REFERENCES:

Aquia Creek.
for these two

gtermine how

3.2.4 INCIDE

TITLE;4 S Spill SN
DATE 0 /200
DESCRIP

‘ De Truro

orks ; 3 continued to fill
ne 3, X ro River. The
not repd

sed T0r 12 days. The local
B 215.

REFERENCES:

3.2.5 INCIDENT

TITLE: Computer Glitc
DATE of EVENT: 9/19/2009
DESCRIPTION:

A computer glitch caused pumps on the city's water tank failed to shut down when the tank was
full. The electronic equipment used to monitor the tank gave a false reading when the tank was
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full. The pump produces 7,000 gallons per minute. Tens of thousands of gallons of water, mud
and rocks rushed through a Cedar Hills neighborhood. The flood channel channel, built by the
city, was clogged which caused water to go onto the lawn and driveway of the residential home
affected. The glitch may have been caused by a brief electrical the night before the flood.

IMPACT:

Tens of thousdands of gallons of water, mud and rocks
Cedar Hills neighborhood causing minimal damage to o

FOLLOW-UP WORK:
REFERENCES:

untainside into the

3.2.6 INCIDENT ID#: 160

TITLE: Computer Failure Cau
DATE of EVENT: 6/1/20Q4

DESCRIPTION:
The Air France fligjgt 447 cr¥
but based on phyg jdence

believed that a
sweeping comput® e A
into the gialtantic OCN or

IMP \
The Air 447 Cra "

OLLO
RENCE

IDEN

b
DES

Faulty software caused
remained open for ghout tw
investigation reve; hat ald
muted. The faul -
firm which went ou

play.
IMPACT:

The Torrens Lake was drained. The water levels dropped by more than two meters. The muddy
lake bottom contained large amounts of debris. The incident caused a problem for businesses

ens WeirYo open without warining. The gates
illions of liters of water from the lake. An

ert remote operators of a malfunction were
psogrom Ottoway System Integration, an Adelaide-based
ys after the incident. There was no evidence of foul

© 2009 Security Incidents Organization Page 46



Licensed to Client Company on 30 November 2009. Distribution restricted to employees of Client Company.

that relied on the lake. Since the incident, the weir has been opened and closed manually. One
positive outcome is that the 17 tons of debris was removed from the lake. A report from GHD
Engineering contains 11 recommendations including an overhaul of the software used to regulate
the weir. Lord Mayor Michael Harbison was adamant the system wgald be upgraded.

FOLLOW-UP WORK:
REFERENCES:

3.2.8 INCIDENT ID#: 162

TITLE: Energy Company Exposed to Hacker
DATE of EVENT: 4/3/2007
DESCRIPTION:

An energy company hired Intreidu
hackers. The investigation reveglo¥
resulted in outsiders gaining g
access that would have allo
business. An email sent to e

Phishing Atta:

employees.

The attack started g ad . the i
primary domain cor ) e attack N3
inside the ggwoorate ne % [ gment as the SN

controllg pcated. N X a phishing attac

The phis ntained "\ g 2 benefits. An eRgPloyee
opened the ¢ ent unay - ¥ X, 0t. The opened
hment rea grver \ . alicious executable

e the atta \-\ he e S ) : l/indows DNS
ame S 3 ~ ployees account.
nternet access and

advised so that no
0 the Internet.

Jon. ommend
proxy W place for W
2tionc sl a Crit

The phW
SCADA s

FOLLOW-UP WORK:
REFERENCES:

Fany network and access to its

3.2.9 INCIDENT ID

TITLE: Energy Company Virus A
DATE of EVENT: 9/23/2009
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DESCRIPTION:

A virus attack on Integral Energy's computer network forced the company to restructure all of its
1,000 desktops. Eternal security experts were called in to rebuild all of the desktop computers to
contain and remove the virus. The malware had not affected the grid. Chris Gatford a
security consultant from Hacklabs had conucted penetration t itical infrastructure said
there was often "ineffective segregation™ or "more typicall en the IT network
and the network that monitors and controls the infrastru okesperson from
Integral Energy stressed that the virus attas Microsoft pro twork doesn't run on
Microsoft and there was no way that the virus could make it

The virus was the W32 Virut.CF strain which geen describe i ter file
infector" that spreads quickly and is conside It to remove.
networks were protected by a Symantec security g a source sal
states that the virus installs a back dog '
machines via an internet relay cha
was not updated in a timely ma
it.

Integral Energy supplies ¢
distributing electricity to 2

IMPACT:

Integral Energ
desktop computer aLilt.

FOLLZ D \WWOR

Integra ed ina \~ gction. The cong@@P put in
place rec¥ p climirt \ investigation Is
nderway {8 A CaUSE \T ) [ inimize risk in the

CESY

2.10

IDENT IS

DA
DESCRIF

An estimated 700,000 gallo overflowed from a pumping station on Sisson
Street into the Joneglls. T to the public because a screen flitered any
macropollutants @ e e . The overflow was the result of a
malfunctioning autd tenT that controls electricity to the station's pumps. City
officials are not sure of f this malfunction, but think a design flaw contributed to
water backing up in the stali8 orks employees opened a valve and allowed the waste
water to flow out so that the station would not be damaged.

A spokesman for the Baltimore City Department of Public Works, Kurt Kocher, said this type of
overlfow is uncommon.
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IMPACT:

An estimated 700,000 gallons of waste water overflowed from the pumping station into the Jones
Falls. There was no "visible" pollution of the Jones Falls because thgaste water was filtered of
any macropollutants. However, public notice of the overflow wag along the Jones Falls.

The pumping station was being refurbished.

FOLLOW-UP WORK:
REFERENCES:

3.2.11 INCIDENT ID#: 165

TITLE: Automated Antiaircraft Cannon g
DATE of EVENT: 10/12/2007
DESCRIPTION:

A software glitch is being blg
and seriously injured 14 ot A malfunction
known. The South African oftware g
was the cause. The z aircraft » i erizg

fire uncontrollabl

IMPACT:

Computed yeapon Q . jse killing 9 spew
injuring A comp\ ' \ tion, though the
of mecha s not 13

OLLOW-
NCE

9, Wounds

A that killed 9 S¥
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4 Looking Ahead

While the adoption of commercial technology into control systems
last 15 years, the reality is that majority of the installed base of i
equipment has not yet been upgraded. Worldwide, the ARC
an ageing installed base of process automation systems re
which in many cases can exceed 25 years, that is valued
gets bigger with each passing year as many manufacturers,
manufacturers, are facing serious challenges as to how to dea
systems are upgraded with new technology the
open system technology.

s been pervasive over the
| automation and control
up estimates there is
eir useful life,

on’. This number

all to mid range

. As these

This observation raises the importance gfgduca
how to improve the intrinsic security g
control system design best practiceg

1 “2007 Marks Another Strong
2008, http://www.arcweb.com
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