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The Repository of Industrial
Security Incidents is a database
of incidents of a cyber security
nature that have (or could have)
affected process control, industrial
automation or Supervisory Control
and Data Acquisition (SCADA) sys-
tems.

Modeled after similar safety-relat-
ed incident databases, RIS| serves

as an industry-wide repository for
collecting, investigating, analyz-
ing, and sharing critical informa-
tion regarding cyber security inci-
dents that directly affect SCADA,
manufacturing, and process con-
trol systems. It provides a his-
torical representation of industrial
cyber-security incidents from which
industry can gain a realistic under-
standing of the associated risks. It

e How urgent is the security risk to control systems?

* What security vulnerabilities are exploited?

e \What are the threat sources?

* How serious are the consequences?

Repository of Industrial Security Incidents

also provides RISI members with
reliable information support for
adapting current security policies
to reflect the changing dynamics
of industrial cyber-security.

e Which industrial cyber-security incidents are fact and which are urban myth?

By providing industry with accurate security incident data, organizations can better understand the nature of

the security risk to critical control systems. This in turn, allows companies to better focus their resources and

prevent such incidents from occurring in the future.
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Membership

Membership to RISI is available for individuals who are interested in keeping informed on the latest news in
industrial security incidents. RISI researchers are constantly investigating public and private events as they are
reported. Members will be kept up to date on industrial security incidents through a special RISI news service.

RISI members enjoy the following benefits:

e Discounts on RISI products

* Monthly e-newsletters

* |Invitations to special events (e.g. webinars)

* Incident of the Month (delivered in Powerpoint™ slide format)

e RISI News Service

Individual and Corporate memberships are available starting as low as $195/year.

Please visit the website (www.securityincidents.org) for details or to join.

RISI Products

RISI Analysis Report

Report providing comprehensive
expert analysis of all incidents in the
RISI database with special empha-
sis on events occurring in the last
calendar quarter. This report is
available separately or as an annual
subscription.

RISI Incident Report
Comprehensive report detailing all
of the incidents in the RISI data-
base. This report is issued quarter-
ly. You will receive the most recent
version of the report. This report is
available separately or as an annual
subscription

RISI Online Access

Online database of incidents of a
cyber security nature that directly
affectindustrial Supervisory Control
and Data Acquisition (SCADA) and
process control systems.

The Security Incidents Organization™ was established to be a self-sustaining organization focused on per-
forming research in the public interest and making the results of that research available to the public on a

nondiscriminatory basis. It's success is dependent not only on the financial support of member companies ,

but more importantly on the willingness of those affected by industrial security incidents to share their experi-
ences for the benefit of the community.

www.securityincidents.org
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